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Abstract—The major parts of Radio Frequency
Identification (RFID) are detailed along with the uses
and opposition to RFID. A brief summary of Chapter11l
“Radio Frequency Identification” from Wireless# Guide
to Wireless Communications s included.
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I. INTRODUCTION

It's a typical Saturday morning and like every 3day
morning you have a few errands to run. Your f#tslp is
the gas station where you fill up you car with gasou
realize you don’'t have your wallet, but you reatlgn’t
care. In fact you really never use your wallet eptcto
keep a few dollar bills that have been there fomths.
With a swipe of your hand over reader and punciringn
access code, your gas purchase is automaticallgdatizl
your credit card statement.

Your next stop is the supermarket where you shophi®
weeks groceries. With your RFID cart loaded wikle t
grocery list, you quickly breeze down the aisle.
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Whenever it beeps, you know you are at a shelf ltaatan
item you need. As you find the items, you bag thmmthe
spot. The check out line is empty. In fact, yoan't
remember the last time it was more than one pesbead of
you. At the checkout station, you pause for ontoaple of
seconds while all the contents of your cart is klyiscanned
and totaled. No need to put the items on the cgevbelt.
Again, with the swish of your hand over the reageur bill

is paid and you are done.

Back at home you place the perishables in thegesfaior.
As you do so, the large LED screen built into your
refrigerator adds the new items and displays iteame
guantity, and expiration date.

II. BAR CODES AND RFID

While all this may sound fanciful, RFID is the techogy
that can make this a reality today. Radio Frequency
Identification (RFID) is a high-tech version of thbiquitous
and limited use barcodes labels found on almostryeve
commercial product sold today. Bar codes are &esdo
varying width vertical bars that translate into roars, letters,
or other characters. Bar codes contain no dataajgsoduct
number that doesn’t change. A bar code readeicanner
reads the number which is then cross-referenceda in
database. The database entry will contain product
information such as product type, vendor, priced an
description. Any changes to the product informatioe done
in the database, not the bar code. Bar codeseayecheap to
manufacture. On electronic goods, bar codes mayitieers.
On cereal boxes or packaging, they are just priimiedines.

Bar codes do have some disadvantages. They dangdé
out individual items. One million boxes of Cheeriwill all
have the same bar code. Reading a bar code reqeeeh
item to be individually read by a scanner or reathet
requires line-of-sight. Additionally, the bar codeust be
oriented the correct way to be read. In most césissalso
means that each item must be individually handled.
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A. RFID Tags

RFID tags are also known as transponders and tjpica
include an integrated circuit that contains memangimple
microprocessor, and an antenna. There are thyess tgf
RFID tags: passive, active, and semi-active. Radsigs are

Many businesses survive on the thinnest of proflhe most common and the least expensive to mamuéact

margins.
severely cut into profits. Suppose a pallet of i€hras
ornaments is mistakenly shipped at a local Target
September. The ornaments are not needed at theaticha
dedicated space has not yet been determined for
Christmas merchandise. The ornaments are placeghin
out-of-the-way area until they are needed. Hallewand
Thanksgiving products pass through the warehoudetan
pallet of ornaments gets moved around or placednteh
pallets of items needed first. The Christmas skipis
finally arrive in mass and dedicated space is lfjnal
allocated. However, the pallet of ornaments wagdiien
and not found until mid January. The result i¢ lesles,
lost profit, and a pallet of ornaments taking upcmu
needed shelving space.

lll. RADIO FREQUENCY IDENTIFICATION

In
shipping, and just-in-time delivery, bar codes td€ep
pace. RFID is quickly gaining momentum as the tsmhu
Many people consider RFID as being just the cookilog
tag with the maze-like antenna. However, the sagnly
one part that makes up a total RFID system. AnDRFI
system consists of tag, tag antenna, reader, seftaad
EPCglobal network services.

todays mass-produced, world-wide containerize

Lost, misplaced, and expired products Cafhey consist of an antenna and a microchip. Pes’iD

tags do not have batteries. When the reader st@assive
tag, the electromagnetic waves from the readerterea
current in the tag which in turn powers up the witip. The

ftrochip then transmits what information is stoiiadthe
tags internal memory [4].

Fig. 4 RFID tag [5]

1-bit tags are passive devices used in retail stior@revent
theft. They are attached or hidden into items saschlothing,
books, and boxes. If they are not removed or deset,
they will activate an alarm when it passes the eeathstalled
at a store’s egress [6].

Active tags have an internal battery that powers th
microprocessor and the memory. On the positive, sidtive
tags can transmit a signal further. However, theee some
definite negatives. Active tags have a shorter difie to the
eventually run down of the battery. While pasdizgs only
cost a few cents, active tags can be $20.00 or mach [7].
Active tags will not appear on low cost or indivadutems.



Instead, they are more likely to be found on pallahd Depending on application, the memory in the tag vany
containers. from 16 bits to hundreds of kilobits. Tags withsder
memory provide basic information about the item bot
much more. In the RFID industry, basic tags anmesimtered
“license plate” types. However, those with large
programmable memory can be used in a variety osw&ne
use is as an electronic manifest on a shippingaioet. For
example, suppose the US Army has a field filledhwit
shipping containers it uses as storage at a bdsaqn Inside
one if them are 5,000 boxes of parts for fixing Hwoens.
Attached to the outside of the container is an reded
memory tag which contains a list of the entire eotd. A
soldier with a reader interfaces with the tag amal ¢ontents
of the container is downloaded to the scanner. Jddidier
sees that the shipping container has three radiatofrhe
soldier takes the radiator, deducts the quantignfhis reader
and then uploads the changes to the tag.

Fig 5. Active tag [8]

The third type of tag is the semi-active tag whicds a
built-in battery that powers the circuit only aftér is
energized by the reader. Semi-active tag basteda last
several years. Electronic toll devices such asPas® are
examples of semi-active tags.

Fig. 7. RFID tags on cargo containers [11]

In this example, the tag has found a new use. efsof
representing one item, the expanded memory tag can
represent the entire content of the shipping coetai The
tag’s memory functions as a database. These tagswell
in locations were there is limited or no access toetwork
that would normally contain the information [12].

The Aerospace industry is using extended memor¥l§64
EPC Class 1 Gen 2) RFID tags to track the lifecgélparts.
64Kb tags hold about 8000 readable characters. pahetag
tells when the part was “born,” used, repaired, dnd
extension, when it needs to be replace. Such itrgokill
help companies conform to safety and regulatorpdateds
[13].

B. RFID Tag Antennas

Fig. 6. Semi-active RFID tag [9] .
Every RFID tag must have an antenna to transma tiat

Sensory RFID tags have sensors that can record tBg reader. Antenna design and shape is a vared a
monitor environmental conditions, liquid levels, dan Snowflakes. In fact, some antennas have patteniniscent
product tampering_ Passive sensory tags are payer of snowflakes. How an antenna looks or is deS|gmd

when a reader interrogated the tag. Active tagg hewe dependant on its application. _
replaceable batteries. Linear and circular are the two main types of tageanas.

There are two classes of RFID tag memory. Clasg$ Linear antennas have greater range but less aecteatls.
are read-only and contain the electronic produdeq&PC) Circular antennas have greater read accuracy bute mo
that was written on the tag when it was manufacturerestricted range. Larger tag antennas can befreagreater
Class 1 tags are read/write and may have WORM dwriglistances than smaller sized ones. Size, desigh,ezen
once, read many) capability or flash memory [10].



thickness must also consider the radio frequened us
read the tags [144].

C. RFID Readersor Interrogators

RFID readers or interrogators are the devices that .
interface with the tag and the computer networkn | } |
addition to reading the data from a tag, some msaden |
write data to the tag. Readers also provide thgpteary 1
power that activates passive tags. " I

—l

Fig. 10. Motorola AN200 RFID antennas [17]

Fig. 11. RFID portal reader [18:]'-

The example of the grocery cart in the checkoutl sta
illustrate one if the advantages of RFID over hades. Bar
codes must be scanned by the reader, so therebmliste-of
-sight and close proximity with each item. With BFlags,
the reader does not have to see the tag. Thedatgme can
be hidden in the middle of the shopping cart odbitinside
the product container. Proximity is dependent upiae and
location of the tag, the reader’'s antenna, and pgbeer
transmitted.

When the reader is turned it sends out a signdl wila
interrogate each item in the cart with an RFID takhe tag
will provide information such as manufacturer, prodtype,
and serial number. This information of fed int@ throcery

tore computer network where current price is eetd.
ditionally, the store’s inventory and accountidgtabases
are automatically updated.

Fig. 9. Motorola XR440 Fixed RFID Reader [16]

RFID readers vary widely. Some have handheld uni
with a narrow focus antenna so that only one itenore
pallet can be read at a time. When the handhgitheed in
its holder, the data is uploaded to the computéwaor.
Some stores have readers at their warehouse d@trsdan
every RFID tag as it enters and leaves. Wal-Mapuitting
readers next to the trash compactors to read th® Rigs
on the discarded boxes. In the last two examples,
reader is a detached reader antenna. The relse sader
is part of the network.



“System software is usually stored in read-only ragm
(ROM) or flash memory and is present in both thgeaad the
reader. System software is executed by the mioogssor in
each device and is used to control hardware fungfio
implement communication protocols (including cadis
control, error detection and correction, authoritzat
authentication, and encryption), and control tlwvflof data
between tags and readers” [22].

Middleware reformats the data from the readershs i
can be read by the network business applications.
Middleware is usually run on the computer netwanll & the
link between the readers and the business software.

E. EPCglobal Network Services

Fig. 12. RFID grcéry checkout [19]

£(,
In a typical grocery cart there will be severahitethat 1 EchIObaI ev

are the same, such as two gallons of 2% Safewdyanidl
three loaves of Safeway white enriched bread. Bsxa
each RFID tag contains a serial number each item ca

easily be distinguished for each other. The coemput
: RFID systems use standards developed by EPCglabal |
system knows that the serial number should only b[ene electronic product code (EPC) is the namingvention

recorded once. that is used in programming the tag. EPC allowhéeag to
The readers must also be designed so that theitéghs . : .
g have a unique code so that each tag can be reeagniz

are interrogated. The reader should not be abtead the .~ ) .
items in thge grocery cart behind the one curreitighe individually. The following is the breakdown ofehcode

Fig. 14. EPCglobal logo [23]

check out stall. This can be solved by lowering power, Cconvention.
I;(gilsr:r;g the reader antenna, or enclosing the logirig o1 Header

' 0001B6F Domain manager
D. RFID Software 0000F3 Object class

00002A9C3  Serial number [395]

RFID software is as varied at the tags and readers
However, most systems have three basic softw
components: system software, middleware, and bssin
application software [20].

“The EPC is either 64 or 96 bits long and includkd
ollowing fields:

Header-ldentified--the EPC version number

EPC Domain Manager--ldentified the company
Sun Java RFID System using the EPC number. At 96 bits, this field can

RE Wave accommodate 268 million different companies

Object Class--The stock keeping unit (SKU) of a
product, used to identify each type of product thabmpany
manufactures or sells. At 996 bits, this field capresent up
to 16 million unique types of products for each pamy.

Serial Number--A unique instance of the produkt.
96 bits, for each object class there can be 6®&mbillinique
serial numbers” [24].

b i s wekn When a barcode is scanned, the computer has tohsaar

e database to find the information about the prodara the
manufacturer. Cross-referencing is reduced wheding an
EPC tag because the tab already contains the cgmpan
identifier and the product type.

@ @ EPCglobal’'s goals are more than just providingaamdard.
(WS

EPC Tag
Tagged
Cases & Pallets

Trading Partner or
Supplier

The company wants to be the focal point in thedaation
point between member companies. The followinghisirt

Fig. 13. Sun Java System RFID software [21] vision of the RFID’s future:

ONS



behind a Subscriber company’s firewall and is only

1. EPC referenced by the data registry system at EPCg[@bal
Electronic Product Code (EPC) is an identification
scheme for universally identifying physical objecta IV. COSTS

Radio Frequency Identification (RFID) tags and othe

means. The standardized EPC data consists of an EPChe grocery store scenario highlights two issugl WFID

(or EPC Identifier) that uniquely identifies antechnology. The first is the cost of each tag.iv fcent tag
individual object, as well as an optional Filterla on a ten dollar purchase does not add much cogheo
when judged to be necessary to enable effective apcbduct. However, when the item is less than adduch as

efficient reading of the EPC tags. an individual candy bar, the price of the tags bees a
significantly larger percentage of the sales price.
2. ID System (RFID Tags and Readers) Secondly, grocery stores and hardware storestsaikithe

The ID System consists of EPC tags and EPC readerastomer must package themselves such as prodiregyss
EPC tags are RFID devices that consist of a migpochand items in bulk bins. These items must be taggethe
and an antenna attached to a substrate. The EPGpst or individually handled at checkout. Wal-Maats stated
stored on this tag, which is applied to cases,efmll it is contemplating item-level tagging. How thidlvee done
and/or items. EPC tags communicate their EPCs &md at what cost to the consumer remains to be seen
EPC readers using Radio Frequency Identification.

EPC readers communicate with EPC tags via radio V. HOW RFID WORKS

waves and deliver information to local business

information systems using EPC middleware. A passive tag does not contain a battery, thusiit @nly
transmit when it receives power for the reader.e Téader

3. EPC middleware powers the tag by emitting a continuous wave whigh

EPC middleware manages real-time read events acabtured by the tag's antenna. The tag moduldiesvave

information, provides alerts, and manages the basidth its data and reflects it back to the reader.

read information for communication to EPC Communications between the tag and the readerafe h

Information Services as well as a company's otheluplex. This means they take turns communicatiitly @ach

existing information systems. EPCglobal is develgpi other.

a software interface standard for services enalulatg In most large operations there will be more thaa BfID

exchange between an EPC reader or network of readerader.  To prevent interference between the reader

and information systems. frequency hopping spread spectrum (FHSS) and direct
sequence spread spectrum (DSSS) are used. In RHSS,

4. Discovery Services frequency changes after every segment of time. ré/bee

A suite of services that enable users to find delited frequency will be next is determined by the preoedi

to a specific EPC and to request access to that datopping code. In DSSS a redundant code is trareach data

Object Naming Service (ONS) is one component dfit.

Discovery Services. In the grocery store scenario, when the readerrodates
the cart, the tags are not read all at once. RE&d slotted
5. EPC Information Services (EPC IS) terminating adaptive protocol (STAC) to stagger ahhcard

Enables users to exchange EPC-related data withread.
trading partners through the EPCglobal Network.
VI. RFID APPLICATIONS

Leveraging this technology, the EPCglobal Network
will enable trading partners to minimize shrinkayed Almost every article written stresses the unlimitess of
shortages, accelerate order processing and incre&$€D technology. EPCglobal lists the following exales of
responsiveness to consumer demand by enabling reRFID implementation.
time information about goods in their supply chdm.
addition, it will provide increased efficiency in Retait
handling physical goods during processes such asTrack and trace
receiving, counting, sorting and shipping. Product recalls

Streamlined shipping and receiving
Security is an important part of the EPCglobal Automated invoice reconciliation
Network. The EPCglobal Network uses industry Shrinkage reduction
recognized best practices to protect its data. InImproved demand planning
addition, the EPCglobal Network functions like an
extranet with a federated data model. Data liveth bo



Healthcare used, it took a couple of weeks for my friend to gedozen

Red Cross: monitoring blood banks not-so-great pictures.
Hospitals: monitoring medication routes from medicine The photography company also posted over 18,000
cabinet to patient marathon pictures on its website. My friend spamthour
Pharmacy: drug recall (product pedigree) searching through 3,000 photos and found a few more
Prescription drugs: identifying counterfeit or falsely pictures of himself that had been missed due torace
labeled medications number being blocked by runners in front of himvegall,
my friend was happy he got the photos, but beliethes
Logistics company could have done a better job. None ofstias
Asset utilization: asset (e.g., containers, trucks, etc3eemed to center him in the middle of the pictufend for
management, tracking and maintenance the most part other runners were in the way. Asdor two
Improving operational efficiencies: volume planning and later and the shot would have been composed mutdr.be
automated data capture through shipping route RFID could have helped this company tremendouBElgch
Safety and security: shipment route tracing and positiverunner who pre-pays photo would receive an adheRRr®
identification of package contents tag that could be attached to the race numberaraial his or
Automated customs her clothing. When the runner passes the readmsr, t
photography would hear an audible beep signallysicrner
Automotive was approaching and the photographer could stawtisty.
Capital asset management: container and tool An improvement would be to use tags that are cadddthe
Management purchaser’s race number. On the photographertepaghe

Part tracking: inventory management; assembly; theftace number would display or be audibly heard. The
control; brand authentication; distribution; recadicycling  photographer could then identify and take pictuoésthe
Vehicle related: car identification; access control; tirespecific customer.

pressure One of the advantages would be the reduction tine a
money spent on the thousands of digital photos wWwatld
Food Industry have to be taken, uploaded, scanned for race nyrstoeed,
Mad Cow Disease/Bird Flu: cow/bird pedigree, and placed on the Internet. Additionally, the phehots
herd/flock history and details about the release tihe food would have the paying customer at the center optiatos.
chain This is a rather simple example, but it exemplifigek

Restaurants: responding to outbreaks of food poisoning potential of RFID. Firstly, RFID can be used immakt
everything we want to track, follow, and recordec8ndly,
Department of Defense RFID is the first technology that take tracking dovo the
Supplies and materials management: track and trace; individual item level and can personalize each item
streamlined receiving; etc.
Military assets management: asset utilization, tracking B. The Wal-Mart Way
and maintenance

No discussion of RFID would be complete with memitig

Airline: Wal-Mart and Sam’s Club increasingly strong push ifs
Baggage handling [26] suppliers to start using RFID. In late 2007, Sa@lish began
asking 700 of its supplier to attach an EPC GerrIDRag to

A. Marathon Photographs each pallet of similar product slated for the DeSdtexas

distribution center [27].

A coworker recently completed a marathon in Arizona Wal-Mart has placed RFID tags on the DeSoto store
He and his friends trained for many months. Thiswlso shelves and on the floor. RFID interrogators astalled on
his first marathon in many years. In order to bedée and the forklifts. Thus, when a tagged pallet is pthoa a tagged
remember his accomplishment, he purchased a padfageshelf, Wal-Mart can easily track the movement aladgment
race photos of himself for $80.00. The photographyf the pallet [28].
company that provided the photos had cameras sett up Wal-Mart is also asking supplies who are involved\al-
various places along the course, most notably, tidart stores promotions to tag their pallets. Dgria
beginning, the midway point, and at the finish line promotion, a pallet of a product is strategicallgoed where

It appears that the photographers indiscriminately will receive customer attention. Store-employegth
snapped pictures of everyone that passed by. dimpany scanners will periodically scan the pallet's amabfls RFID
then went through the photographs and pulled tles timat  tags. This allows the store to quickly determiinéané correct
had my friend’s race number clearly visible. Ashdahe product and quantities is displayed at the cofiation and
company used an optical character recognition proghat for the correct dates [29]. Not having enough diggdroducts
scanned the photos for race numbers. Whatevengtieod can result in lost sells. Wal-Mart also has RF#aders on it



dock entrances and on the cardboard compactorsge Lamarathon example could be used to track ones ttat a

movements of product in the store and the destnuabif
many RFID boxes can indicate a successful prom¢86h
Wal-Mart estimates if a promotion is done corredtgre
can be up a 38 percent increase in sells [31].

In a letter dated January 7, 2008, Wal-Mart toakae
aggressive stance. All suppliers to the DeSottribligion
center had to start tagging their pallets by JanB@ar 2008
or pay a $2.00 per untagged pallet fee. By Oct2808 all
single-item pallets going to four additional dibtriion
centers must be tagged. Lastly, RFID tagging dividual
items is expected by October 31, 2009 [32].

Analysts believe Wal-Mart started its RFID insisten

with its Sam’s Club stores for several reasons,tmotably
ease of implementation. Sam’s Club is a warehoertss!
chain. It has fewer stores (700) and fewer supplikan
the Wal-Mart stores. Additionally, Sam’s Club askers
tend to buy by the box or case and not by indiVidgsn.
[33].

However, the writing is on the wall. If the SanC&ub
implementation of RFID is successful--and most dyedi it
will be successful—it will only be a matter of tinbefore it
is embraced by the thousands of Wal-Mart stores
insisted upon to its 15,000 suppliers [34].

VII. OPPOSITION TO RFID

Notwithstanding the promises or hype of RFID, thare
safety and privacy concerns. RFID replies on rauhoes

shipping mall or on the road.

Data stored on a tag may not be encrypted and doaild
intercepted or hacked by unauthorized people. Baja
Beachclub is a good example of how RFID can be asebl
the potential abuse that could ensue.

Baja Beachclub has two night clubs in Barcelona and
Rotterdam. Seventy VIP guests have opted to haveFB
glass tube inserted into their upper arm. The ipastsg
contains a fixed code that when read by a portatéeler,
accesses the customers Baja Beachclub accountiation.

and

Fig. 16. RFID tag used at Baja Beachclub [36]

which some believe can be harmful, particularly hwit

implanted RFID tags.

Fig 15. An implanted RFID 'tag [35]

The customers tag is read when entering the cluignw
entering the VIP area, and when purchasing driniest of
the RFID customers are men who find using the tagse
convenient than carrying a wallet full of money.

Opponents see lots of potential for abuse with fgthe
implant. Tracking the customer within the club lcbaasily
extend to the streets. What if the town puts aeean the
street outside the club to catch drunk driverszhénname of
safety, the town could tap into Baja Beachclubsords and
find out that a customer’s purchased drinks woultkenhim
legally drunk. When the customer drives past threest
reader, it alerts the police. Big Brother watchywy is one
step closer to reality.

Currently, the RFID code is only associated to Baja
Beachclub’s database. Customers must have a EUR 150
credit, which for the current time is replenisheg gaying
cash, credit card, etc. However, it wouldn't bedhi@ predict
that this credit replenishment step could easilysimeplified
by tying the customers RFID number directly to edir card
or a bank account.

Using a credit card is a conscious activity anduber has

The greatest criticism comes from those with prvacto physically do something. At Baja Beachclub,aa tender

concerns. Each RFID tags is unique and little Wwoeed
to be done to track the activities, purchases,
whereabouts of individuals.

will brush the customer’s shoulder to read the angtd tag.
arfidhe customer sees this and knows what is happening.

The technology in thélowever, someone with an illicit reader could de game

thing without the customer even knowing.



ACKNOWLEDGMENT
For the present time, the following summation bg th
European Parliament presents the most even-handed. A. Peter thanks D.C. Kim for the opportunity to
response to the fears and concerns of RFID abuse. experience first-hand the RF ID. J. Olenewa andChMmpa
deserve special recognition for their badk eless# Guide to
In general, both user and maintainer of the RFIBMireless Communications from which | summarized chapter
settings perceive RFID merely as an electronicdey 11. A special thanks to G. L. Hunsaker for suppagrtine
wallet. The reason for this can be twofold. Firsalh, ~ while writing this research paper.
in all the cases it is clear who maintains the datd
needs to comply with the guidelines on data praiect
Second, many systems currently only cover a small
area of a specific setting and run parallel to ¢gga [1] C. Swedberg (2007, January 31) RFID-Enabled Set to
systems. The RFID systems therefore only disclose  Provide Shoppers With Product Info, A&EID Journal.
small fragments of their users’ identity, limitirthe Available: http://www.rfidjournal.com/article/arteview/

S ) S 3013/1/1/definitions_on
maintainers’ possibilities for control. . — . . .
P [2] Bar Code Basics. A Bar Code Primer. [Onlin&}ailable:

http://www.pcbarcode.com/ukprimer.htmli#WHAT
How does RFID tag technology works. ScierrogP

REFERENCES

In the near future this could be different. OnceRF 3
systems work exclusively with RFID it ill become Available: http://www.scienceprog.com/how-does-itidj-
easier to aggregate and analyze the data on tekdev technology-works/

the whole user population. Further, once different [4] J. Olenewa and M. Ciampa, “Radio Frequency

RFID systems might become connected to each other, Indentification,” inWireless# Guide to Wireless

or other technologies such as GSM, GPS, CCTV and  Communications, 2" ed. Thomson Course Technology,

the Internet, a much richer image of its users will
appear.
maintainers of the RFID settings to gain controkrov
their users and governments to use RFID data for
police investigation.

Meanwhile, for the users it will become much less
clear who is actually managing their identity iniefh

setting, upsetting the power balance in the digital [6]

public space. This is not just an issue of probecti
privacy or personal data, but it is more about 8agu
personal freedom through the right balance between
choice, convenience and control. We therefore
formulate the following challenges ahead:

1. RFID users need to know what maintainers can ands]

are allowed to do with RFID data.

2. RFID users should play a role in developing new [°]

RFID environments.

3. If personal data from different RFID setting® ar
merged it should remain clear who is responsibtmfo
handling these data.

4. The Privacy Guidelines and the concepts of petdso
data and informational self determination need ¢o b
reconsidered in the light of an increasingly inttiree
environment.

This opens up many opportunities for [5]

2007, ch 11, p. 396.

RFID. International Paper Knowledge CentArailable:
http://images.google.com/imgres?imgurl=http://gbsgsppa
per.com/images/graphicsedviser/common/securitydtiel2.
jpg&imgrefurl=http://glossary.ippaper.com/defautipdo3Fre
g%3Dknowledge/article/489&h=248&w=250&sz=20&hl=en
&start=1&um=1&tbnid=qTQujYSz6 TPrOM:&tbnh=110&tb
nw=111&prev=/images%3Fq%3Drfid%2Btag%26ndsp%3D
20%26um%3D1%26h|%3Den%26sa%3DN

J. Olenewa and M. Ciampa, “Radio Frequency
Indentification,” inWireless# Guide to Wireless
Communications, 2" ed. Thomson Course Technology,
2007, ch 11, p. 397.

J. Olenewa and M. Ciampa, “Radio Frequency
Indentification,” inWireless# Guide to Wireless
Communications, 2" ed. Thomson Course Technology,
2007, ch 11, p. 400.

How does RFID tag technology works. ScierrceP
Available: http://www.scienceprog.com/how-does-td)-
technology-works/

How does RFID tag technology works. SciemogP
Available: http://www.scienceprog.com/how-does-tid)-
technology-works/

[10] J. Olenewa and M. Ciampa, “Radio Frequency

Indentification,” inWireless# Guide to Wireless
Communications, 2" ed. Thomson Course Technology,
2007, ch 11, p. 398.

[11] J. Roberti. (2005, February 21) RFID Aided Mas in Irag.

RFID Journal. Available: http://www.rfidjournal.com/article/
view/1414/1/1

[12] S. Liu. (2007) Extended memory RFID tags pdavi

immediate access to data anywhere, anytime. Industr
Embedded Systems. Available: http://www.industrial-
embedded.com/articles/id/?2237

5. Governments should take a clear stance on wrhethe[13] J. Andresen (2006, October) White Paper Ptasg64 kb

RFID bulk data will
purposes [37].

be mined for investigation

RFID Chip Memory Allocation. TechnologySolutions.
Available: www.techsoln.com/publication_files/
WhitePaperPresenting64kbRFIDChipMemoryAllocatiof.pd



[14] J. Olenewa and M. Ciampa, “Radio Frequency
Indentification,” inWireless# Guide to Wireless
Communications, 2"® ed. Thomson Course Technology,
2007, ch 11, p. 400.

[15] MC9090-G RFID Handheld Mobile Computer. Maila.
Available: http://www.motorola.com/

[32] B. Bacheldor (2008, January 11) Sam’s CluldsT8lppliers

to Tag or PayRFID Journal. Available:
http://www.rfidjournal.com/article/articleview/38481/

[33] M. Weier (2008, January 18) Wal-Mart Gets Thuon RFID

InformationWeek. Available: Http://www.informationweek.com/
news/showArticle.jhtml?articlelD=205900561

business/v/index.jsp?vgnextoid=b4ee98ee03ef5110VgnV [34] M. Weier (2008, January 18) Wal-Mart Gets Tohudn RFID

CM1000008406b00aRCRD&vgnextchannel=f9ebe90e3ae

95110VgnVCM1000008406b00aRCRD
[16] XR44- Fixed RFID Reader. Motorola. Availabldtp:/

www.motorola.com/business/v/index.jsp?vgnextoid=272

InformationWeek. Available: Http://www.informationweek.com/
news/showArticle.jhtml?articlelD=205900561

[35] N. Hair. (2006, December 29). Tokyo Gets la# toys.

Available: http://www.neilhair.com/2006/12/

€90e3ae95110VgnVCM1000008406b00aRCRD&vgnextc [36] N. Deckmyn. (2004, May 6). A VIP-pass undee g#kin??

hannel$9ebe90e3ae95110VgnVCM1000008406b00aRCRD

[17] AN200 RFID Antenna. Motorola. Available:
http://www.motorola.com/business/v/index.jsp?vgoekt
=da7a3acf35e95110VgnVCM1000008406b00aRCRD

[18] About Industrial Portals. Industrial Portadsailable:
http://www.rfidsolutionsonline.com/ecommcenters(istti
alportals.html

[19] Chris. (2007, January 19) Bring your own bgpponere.
Available:
http://blogs.sun.com/proponere/category/Personal

[20] J. Olenewa and M. Ciampa, “Radio Frequency
Indentification,” inWireless# Guide to Wireless
Communications, 2" ed. Thomson Course Technology,
2007, ch 11, p. 401.

[21] A. Gupta, M. Srivastava. (2004, October) Depéahg
Auto-ID Solutions using Sun Java RFID software. Sun
Developer Network (SDN). Available: http://java.scom/
developer/technicalArticles/Ecommerce/rfid/sjsiREID.
html

[22] J. Olenewa and M. Ciampa, “Radio Frequency
Indentification,” inWireless# Guide to Wireless
Communications, 2"® ed. Thomson Course Technology,
2007, ch 11, p. 401.

[23] Logo. EPCglobal. Available:
http://ww.epcglobalinc.org/home/

[24] J. Olenewa and M. Ciampa, “Radio Frequency
Indentification,” inWireless# Guide to Wireless
Communications, 2'® ed. Thomson Course Technology,
2007, ch 11, p. 395.

[25] The EPCglobal Network. Standards. Available:
http://www.epcglobalna.org/Standards/
TheEPCglobalNetwork/tabid/184/Default.aspx

[26] The EPCglobal Network: Overview of Design, Béts, &
Security. EPCglobal. 2004. p. 8.

[27] M. O’Connor (2007, October 5) Wal-Mart, SanChib
Push RFID Further AlondRFID Journal. Available:
http://www.rfidjournal.com/article/articleview/36 661/

[28] M. O’Connor (2007, October 5) Wal-Mart, SanChib
Push RFID Further AlondRFID Journal. Available:
http://www.rfidjournal.com/article/articleview/36 661/

[29] M. O’Connor (2007, October 5) Wal-Mart, SanChib
Push RFID Further AlondRFID Journal. Available:
http://www.rfidjournal.com/article/articleview/36 661/

[30] M. Weier (2008, January 18) Wal-Mart Gets Thuw@n
RFID InformationWeek. Available:
Hitp://ww.informationweek.com/
news/showArticle.jhtml?articlelD=205900561

[31] M. O’Connor (2007, October 5) Wal-Mart, SanChib
Push RFID Further AlondRFID Journal. Available:
http://www.rfidjournal.com/article/articleview/36 661/

Available: http://www.noctis.com/infonederlands/edphp?
limit=80

[37] European Parliament Scientific Technology Opsi

Assessment “RFID and Identity Management in Eveyyda
life.” Striking the balance between conveniendmice and
control, June 2007



